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<intro stories>

Pairing the concepts of relevancy and networking may seem like an easy task.  However, I believe that we are continually in danger of making many information technology programs irrelevant, and thus, trivializing our respective communities’ contributions due to:

1. An inability for information technology leaders to articulate and accommodate organizational values and to participate in doctrinal discussions.

2. Our collective technical community not developing commonly accepted definitions and constructs to properly capture and frame network discussions and issues.

3. The self-image of our technical disciplines, whether we elect to label ourselves as communicators, “informators,” technologists, intelligence specialists, networkers, command and controllers, or pejoratively, pointy headed, pencil-necked geeks, needs to be reassessed in terms of skill sets and culture.  

Many of us participated in communications doctrinal discussions in years past.  Given that information superiority is an Air Force core competency,  I no longer view it appropriate to view aerospace doctrine as only the operators’ domain.  In fact, I find it more useful that we all consider ourselves aerospace operators, with a core expertise area – whether that’s communications, information, intelligence, or command and control.  Therefore, we must be a part of our service doctrine – even if we have to force our way to the discussion table.  And, once there we must prove our worth.

As most of you know, our current information operations doctrine seeks to draw parallels to other aerospace doctrine.  I find this useful but flawed, particularly as a starting point.  Unlike ground, sea, or air, someone must manufacture cyberspace.  So, for those parts of information operations dealing with networks, we need to recognize that we must create, operate, and sustain a battlefield – before we can gain and exploit it.  And, as most of you realize, the architecture, topology, taxonomy, and C2 of a network enterprise often dictates and predetermines the nature of information operations – irrespective of any “operational” intent or mission.

Another part of Air Force information operations doctrine encompasses putting forth the JFACC as the single information operations provider for the Joint Forces Commander.  Again, I find this advantageous, but only to a point.  Acceptance of such an approach is predicated upon a platform-centric orientation, which says that the air component commander already operates most of the C2ISR assets for the Joint Forces Commander.  Thus, we in the Air Force tend to think of Information Operations in a broad context.

However, such a stance creates many “anti-bodies” in the other services when we expand this platform-centric approach to cyberspace and information domains.  Given that it is unlikely that the air component commander could ever control all of cyberspace, or that other services and components would cede control of their own information and knowledge base, I believe that we ought to revisit some of the precepts of Air Force doctrine.  And, the folks in this room cannot be bystanders in these discussions.  Folks in this room are the most likely people in the Air Force to have the skill sets and knowledge base that our Air Force needs in these doctrinal discussions.  We should not leave such discussions to only platform-centric expertise – we need to bring our network-centric values to the Air Force doctrine table.

My second assertion about maintaining networking relevance has to do with working on developing a common set of references.  Much of our language was born in the “hobby shops” – the cradle of networking.  The term LAN is no longer “local” and is an oxymoron.  The local systems administrators no longer control every aspect of the network – most don’t even have root password access.  It’s now even counterproductive for them to reach very far across the network domain for any reason.

I believe that information assurance is the one network area most hampered by the lack of well-developed and universally accepted network terms and references.  In the Joint Staff discussions “information assurance” usually means “information protection.”  And, “information operations” is more closely linked to what the Air Force calls “information warfare.”  What really amazes me is that most of the discussion I hear on information defense/protection/assurance/security, is by those who have no idea how to design, build, operate, or protect a network.  Most of these folks don’t know a router from a server, a port from a card slot, a VPN from an ITN, a mother board from a wash board, and undoubtedly think that edge devices are made by Black & Decker, Lawn Boy, and Sears.

I find that most discussions about “hacker attacks” tend to give more credit than is deserved and automatically ascribe hostile intent when such an assessment is unknown.  Our veneer-deep discussions seem to attribute the direst consequences equally to:

· Curiosity seekers

· Lost Internet souls

· The moral equivalent of vandals

· Dare devils tackling a challenge

· Authorized personnel doing unauthorized activity

· Authorized personnel attempting to do authorized activity, but doing so incorrectly

· Someone purposefully seeking to damage networks or data bases

As a result, much of our network dialog is skewed away from seriously addressing the breadth and depth of “information assurance” – my preferred term when talking about the range of operational availability, professionalized sustainment, defense, and protection.

In Air Combat Command, we learned a lot about the information assurance business from the school of hard knocks.  In early 1997, we had an incident we called the Langley Cyber Attack.  For several months, the Langley AFB mail servers were the target of millions of Spam email from multiple international locations.  The lessons we learned still form the basis of our approach to providing information assurance and operational availability within the Air Combat Command Enterprise.  In fact, the President’s Commission on Critical Information Protection captured the results of our experience in their May 1998 report.  Subsequently, the Presidential Decision Directive 63 contained language recommended by the Marsh Commission into which we had a direct, verbatim input.

Our first and foremost lesson from the Langley Cyber Attack is that a properly configured, well-run network is inherently the most protected with the fewest exploitable vulnerabilities.  Even today, the Langley network daily absorbs thousands of Spam email as a matter of course, and without a major productivity impact.  Second, every anomaly must be pursued—outages or equipment malfunctions have the same manifestations as a denial of service attack.  Third, real protection is a combination of layers, techniques, integrated processes, and technology—all managed by the professionals running the network.  While putting a sensor on an IP router is useful, it affords little protection other than “front-door,” trip wire alerting.  The fourth, overriding lesson from the Langley Cyber Attack was that network management techniques and performance measures are more reliable event indicators than intrusion detection devices.  In fact, we will probably soon render intrusion detection devices obsolete with object oriented networking techniques—probably within the next couple of years.

In the area of information protection, we often become too narrow in our perspective and discussions—and in fact, undermine our very intent.  Many people tend to focus on the Internet Protocol address and think in only terms of “computers.”  However, such discourse again ignores the nature of networking as we access networks via a variety of avenues, most notably the telephone switch.

We need to wake up to the fact that “hackers” can do little damage to our networks.   It is only the intruder who has actually spent time in our network, and understands its architecture and functionality that can do any real damage.  There are two exceptions to this axiom.  First, is an instance where the threat of possible damage, as in the Melissa Virus incident, causes us to shut ourselves down.  And the second, much more prevalent, is when insiders take authorized or unauthorized actions which do damage or deny service.

We need to recognize that networking, as a discipline, is relatively immature.  As a result, we must work diligently to develop the logical foundation on which to build our constructs and export our ideas.  Our failure to build the proper dictionary will prevent us from focusing on the real network issues for our Air Force.

If you recall, my final assertion is that we need to adjust how we think about ourselves and train our people.  As folks in a technical business, we often pride ourselves in coming up with the best technical solution.  We imbue our people with this value.  But, in the bigger picture, I believe that this value isn’t as relevant as it once might have been—primarily because of the foregoing discussion.

We’re all familiar with the fate of the Beta video tape player, which lost its place in the market place to the less technically competent VHS.  Same thing happened regarding the 8-track tape player—and the Apple/Macintosh in relation to the DOS PC.  In my role within the Air Force, we seek out information technology solutions based on scalability, supportability, affordability, and deployability—more so than just capability or capacity.

We are starting to think of the network as a dynamic organism, churning out opportunities at every turn.  We often refer to the network as a weapon system as a way of capturing the need to focus perspective and change our paradigms.  However, I maintain that it’s a battlefield as well.

What we often call standards is an attempt to eliminate competing possibilities.  Standards can strengthen a network as constraints proscribe process interaction.  So central is the need to tame the choice of possibilities that organizations must make the common standard their first allegiance.  Organizations guided by network standards stand to reap the largest rewards.

ACC is taking a stronger stand on standards.  We are using a web-based intranet construct called ACCWAY to reengineer fundamental organizational processes which:

· deal with e-commerce – and not just automating the order form

· portray, store, and share information – and not just data management

· proliferate collaborative tools – and not just posting web pages and opening chat rooms

We are implementing desktop, server, and router configuration standards—with tools to automate sustainability and enforcement.  We are providing standard desktop and server software from an enterprise-wide license.  And we are redoing the network change process for the entire MAJCOM and making it more central.

We will seek to stop being held hostage by every program manager and innovator on an individual basis.  We continually repeat the same mistakes in every program, separately, at every base.  In ACC, we intend to modify our Enterprise change process to a more operational outlook vice a programmatic one.  

I no longer believe that a base is capable of accrediting a change of their base network.  This can only be done at the MAJCOM level, given that every modification at every base affects all other bases.  We will require technical documentation to understand modifications, certificate to operate, and a certification checklist for any program to be installed within ACC.  We must turn our “drive-by installations” into a professional process.  

Additionally, if you expect to do business with ACC in the future, you can expect to deal with the following values and criteria:

· We will put higher priority on communications infrastructure considerations, the global grid, the joint operating environment, and spiral development.

· We will eliminate the distinction between fixed and tactical—users need to use the same processes, form, fit, function, and equipment at home as in the field.

· We will present information technology investments with a risk and configuration management focus—taking into account total cost of ownership for the program’s life cycle.

· We will seek to eliminate the “hobby shop” approach to installing, training, and supporting information technology investments with the understanding that information technology programs need to be channeled to Air Force people who run networks.

· We realize that our technical community’s responsibility lies not only in fielding information technology, but also in doing the process engineering that goes along with exploiting the information itself.  No longer are we merely concerned with delivering dial, computer, or web tones.  But rather, we are about helping decision-makers manage knowledge—which is a step beyond managing information, and two steps beyond managing data.

· We realize that current-day leaders value speed, access, accuracy, and security—and probably in that order—even if we wish it were otherwise.

· You can expect a larger play of new network values, namely: every thing is connected, there is more value in ubiquity vice scarcity, and non-linear impact of investments and activities.

· And, lastly, don’t equate training and certification.  A trained person is not necessarily a certified technician.  Training is the gaining or advancing of skills.  Certification is the authorization of a trained person to perform mission tasks—granted by a command authority.  In ACC, the wing commanders and MAJCOM CIO will grant all network accreditations and personnel certifications—with certain responsibilities delegated to group and squadron commanders.

In conclusion, we are blessed and cursed to live in exciting times.  But, we’ve been here before—in a sense—in the middle of the 19th Century—with the Pony Express.

By the mid-1800s, the country had long desired to more rapidly communicate from East of the Mississippi to the West Coast.  Three entrepreneurs, William Russell, William Waddell, and Alexander Majors had an idea, a detailed plan, an appealing name, and the resources to make something happen.  

They saw speeding up mail delivery from 25 to 27 days to less than 10 as the central need -- and business and the private citizen as the principal customers.  In the end, both judgments were in error.  

The Pony Express created drama and a romantic notion of determination and courage captured over the years by writers and film producers.  The exciting call went out in early 1860:  “Wanted – young, skinny, wiry fellows, not over 20.  Must be expert riders, and are willing to risk their lives for the job.  Orphans preferred.  Wages twenty-five dollars a week.”  But, in the end the venture lasted less than 19 months because of an investment in the wrong “how” – and pursuing the wrong “why.”  A great idea – a bankrupt execution.  A lesson to teach and learn from.

Starting on 3 Apr 1860, 80 riders using 500 horses, relayed mail bags between 190 stations along the 1,966-mile route from St Joe, Missouri to Sacramento, California.  They made 325 roundtrips and carried some 34,000 pieces of mail under the direction of the Central Overland California and Pike’s Peak Express Company.    In the overblown legacy of the Pony Express is buried the reasons behind its short life and failure.  First, the human cost was too high to tolerate for an extended period of time.  The mere completion of routine service was an extremely hazardous undertaking – on a daily basis.  Second, the most notable achievements involved delivering news -- and not in delivering parcels.  Some historians credit the Pony Express with helping to keep California in the Union by providing rapid communications to the remote West Coast.  News of the election of Abraham Lincoln to the presidency in 1860 and the outbreak of the American Civil War in 1861 reached California via the Pony Express.  Notice that I didn’t mention letters and parcels.

So, it’s little wonder that when the Pacific Telegraph Company connected the new transcontinental “talking wires” on 24 Oct 1861, the Pony Express made its last run less than a week later.  Abrupt – yes.  Unexpected – shouldn’t have been.  Companies had been working on making the telegraph a reality since 1837.  Railroad building had been taking place since 1853 – with the transcontinental link on the horizon – and completed in 1869.  And, the prospect on more technology was in evidence everywhere in the latter half of the 19th Century – most notably the telephone which would come along by 1876.

So, as we proceed into the fast-paced technology of the Information Age, let us not get so overly enamored with transitory, or “fashionable” technology that we miss the obvious opportunities and the transition signals.  Let us not get hung up on glamorous notions of identity and authorship that we fail to be the leading-edge professionals that our Nation expects and requires.  Let’s make sure that we focus on the right “why” before we decide the “how.”  If we invest in “Pony Express-like solutions, we will fail in our obligation as professionals.

I am confident that our talented officer, enlisted, and civilian people, and the partnership that we have with corporate America will see our way clear.  I’m certain that we’ll focus on the right technology, after we understand the right “why” because we’ve been a part of the larger doctrinal discussions.  And, we’ll leave passe notions like the Pony Express to the entertainment industry.

Thank you and have a great Air Force day.

